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REVISED INDUSTRY COUNTER PIRACY GUIDANCE

1 The Maritime Safety Committee, at its eighty-ninth session (11 to 20 May 2011)
having, inter alia, recognized the importance of the Best Management Practices (BMP) and
the need to comply with the provisions therein, adopted resolution MSC.324(89) on
Implementation of Best Management Practice Guidance, and expressed its general
understanding of the need to keep the BMP alive, relevant, dynamic and updated.

2 The Committee noted that the industry group was working on a revision to the Best
Management Practices to Deter piracy off the coast of Somalia and in the Arabian Sea Area.
The Committee, therefore, authorized the Chair and the Secretariat to distribute the revised Best
Management Practices guidance without waiting for the Committee's prior approval and
subsequently endorsed MSC.1/Circ.1339 retrospectively at its ninetieth session (16 to 25 May 2012).

3 At its 100th session (3 to 7 December 2018), the Committee noted that the shipping
industry had comprehensively reviewed and updated its guidance on piracy and armed
robbery, resulting in the development of Global Counter Piracy Guidance for companies,
masters and seafarers (Global BMP); the revised Best Management Practices to Deter piracy
and enhance maritime security in the Red Sea, Gulf of Aden, Indian Ocean and Arabian Sea
(BMP5); the guidelines for protection against piracy and armed robbery in the Gulf of Guinea
region (Version 3); and the launch of a dedicated security website:
www.maritimeglobalsecurity.org

4 The Committee further noted that the new and revised guidance took into account
developments in piracy and maritime security since the publication of BMP4, including the
development of further regional guidance, changes in pirate modus operandi and the
establishment of new regional reporting mechanisms. The guidance was made publicly
available and was intended to assist companies and seafarers to further mitigate maritime
security threats, and help increase the security of world trade. Consequently, the Committee
approved the Revised industry counter piracy guidance, circulated by means of
MSC.1/Circ.1601.

5 The Committee, at its 103rd session (5 to 14 May 2021), approved replacing annex 3
of MSC.1/Circ.1601 with the revised BMP West Africa guidance, issued by industry in
March 2020 and subsequently circulated as MSC.1/Circ.1601/Rev.1.

6 The Committee, at its 110th session (18 to 27 June 2025), was informed that a new
consolidated version of the Best Management Practices Maritime Security (BMP MS) had been
issued in April 2025, replacing the previous Global BMP, BMP5, and BMP West Africa.

7 The Committee agreed to request the Secretariat to revise MSC.1/Circ.1601 to reflect
the new consolidated BMP.
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8 Member Governments are invited to take note of the new consolidated BMP MS, as
set out in the annex; and advise owners, operators and managers of ships entitled to fly their
flag, as well as the shipboard personnel employed or engaged on such ships, to act
accordingly.

9 The Guidance provided in the annex is intended to support existing IMO guidance,
namely the Recommendations to Governments for preventing and suppressing piracy and
armed robbery against ships (MSC.1/Circ. 1333/Rev.1), the Guidance to shipowners and ship
operators, shipmasters and crews on preventing and suppressing acts of piracy and armed
robbery against ships (MSC.1/Circ.1334) and resolution MSC.324(89) on Implementation of
Best Management Practice Guidance, and is complementary to regional initiatives which
provide more detailed guidance specific to the threat in a particular region.

10 International organizations are also invited to take note of the Guidance (BMP MS)
and to advise their membership to act accordingly.

11 Member Governments and international organizations are invited to consider bringing

the results of the experience gained with the application of this guidance to the attention of
the Committee.

*k%k

I\Circ\MSC\1\MSC.1-Circ.1601-Rev.2.docx



MSC.1/Circ.1601/Rev.2
Annex, page 1

ANNEX
BEST MANAGEMENT PRACTICE MARITIME SECURITY (BMP MS)
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BMP Maritime Security

BMP Maritime Security

Legal notice

BMP Maritime Security (BMP MS) has been developed purely as guidance to be used at the user's
own risk. No responsibility is accepted by the authors, their members or by any person. firm,
corporation or organisation for the accuracy of any information in BMP MS or any omission from BMP
MS or for any consequence whalsoever resulting directly or indirectly from applying or relying upon
guidance contained in BMP MS even if caused by a failure to exercise reasonable care.

Copyright notice

The authors of BMP MS have provided BMP MS free of charge. All information, data and text
contained in BMP MS whether in whole or in part may be reproduced or copied without any
payment, individual application or written license provided that:

*  |tis used only for non-commercial purposes; and
* the content is not modified.

Exceptions:

The permissicn does not extend to using the photographs separately outside of BMP MS as these
photographs belong to a third party. Authorisation to use the photographs separately from BMP MS
must first be obtained from the copyright holders, details of whom may be cbtained from the authors.

Logos and trademarks are excluded from the general permission above other than when they are
used as an integral part of BMP MS.

BMP Maritime Security replaces any existing global or regional guidance issued or supported by
the signatories.

Background and supporting information are available at: www maritimealobalsecurity.org

Design: Phil McAliister Design
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BMP Maritime Security
Introduction to Best Management
Practices Maritime Security
Best Management Practices (BMP) Maritime the recommendations BMP offers makes a
Security (MS) consolidates previously published significant difference to the safety of seafarers.
regional BMP documents into a single,
comprehensive publication. It focuses on a threat  Benefits of implementing BMP
and risk management process addressing globally  Applying these recommendations will:
applicable threats and mitigations, as well as * Assist in planning voyages and
providing references to external sources for up to offshore activities.
date regional information. = Improve understanding of maritime threats
and their impacts.
Seafarers operating ships around the world * Reduce the likelihood of being involved in a
encounter various maritime security threats, state maritime security incident.
and non-state. These threats often involve aggressive  *  Help in determining mitigations to keep the
attackers who subject persons to violence and crew and ship safe.
ill-treatment, hijack ships for ransom or cargo theft, *  Provide reference information sources.
and, in some cases, hold seafarers as hostages for *  Specify contacts and reporting procedures for
extended periods. Attackers’ motivations may be emergencies and welfare assistance.
criminal, ideological or political, and attacks may be
targeted or opportunistic. Maritime security threats Applicability and guidance
vary across regions and within them bothintermsof = BMP measures: not all mitigation measures are
the threats themselves and their severity. applicable to every threat, ship type or region.
* Usage: companies, Company Security Officers
The purpose of this publication is to help all ships (CSQOs), Ship Security Officers (SSOs), and
plan their voyage and to detect, avoid, deter, delay Masters should use this guidance to conduct
and report attacks and incidents wherever they ship specific threat and risk assessments aimed
may occur. Experience has shown that following at protecting seafarers, ships, and cargo. BMP is
DT 02 w03 RS
DB "™ 07 BEARET A s

04 PLANNING

also a useful reference for charterers and other
maritime stakeholders.

* Complementary guidance: this guidance
complements other industry guidelines and
international recommendations, including IMO,
Flag State and P&l Circulars.

*  BMP complements but does not override
International Ship and Port Facility Security
(ISPS) Code requirements.

Additional resources
*  Online resources: access further information
and links at Maritime Global Security.

ATTENTION

Master’s Authority

This guidance does not override the
Master’s overriding authority and
responsibility to protect the crew, ship,
and cargo.

05 MITIGATION
MEASURES
SEAFARER WELFARE c MARITIME LEXICON
SUPPORT AND ABBREVIATIONS
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BMP Maritime Security

Using this guidance

This Best Management Practice (BMP) is designed
to support a structured approach to threat and risk
assessment in the maritime environment. It offers
the reader guidance on the following areas:

1. Understanding maritime security threats:
insights on known threats and where to access
additional information.

2. Threat and risk assessment: methods for
identifying and evaluating threats and risks.

3. Planning: steps to consider when planning a
voyage or offshore activity.

4. Mitigation: measures to reduce or eliminate
identified risks.

5. Incident response: actions to take in the event
of a security incident.

6. Post-incident considerations: steps to follow
an incident, including recovery and analysis.

7. Global reporting and information centers:
resources for reporting incidents and obtaining
real-time information.

8. Seafarer welfare support: aiding the
well-being of crew members by outlining
support available to them.

< 4 ~ N 02

B INCIDENT RESPONSE []

BMP is arranged in a structured manner, with a
navigation toolbar at the bottom of each page
that allows readers to easily move through the
document and access key references. As security
threats in the maritime domain are constantly
evolving, external signposts are included to guide
the reader to sources for up-to-date information
and data.

Users are encouraged to seek a comprehensive
understanding of the maritime environment, and
the security risks that may be faced. This includes
using all available resources as part of the ongoing
threat and risk assessment process.

Conclusion

By following the BMP, both companies and
seafarers can minimise the risk of maritime security
incidents, ensuring better protection against
emerging threats and improving overall safety.

USERS ARE ENCOURAGED TO SEEK A
COMPREHENSIVE UNDERSTANDING OF
THE MARITIME ENVIRONMENT, AND THE
SECURITY RISKS THAT MAY BE FACED

MARITIME SECURITY 03 THREAT AND 04 PLANNING 05 MITIGATION
THREATS RISK ASSESSMENT MEASURES
POST-INCIDENT A REPORTING AND w SEAFARER WELFARE c MARITIME LEXICON
PROCEDURES INFORMATION CENTRES i SUPPORT AND ABBREVIATIONS
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The fundamental requirements of BMP

1. Understanding the threat

* Dynamic nature: maritime threats are
constantly evolving.

*  Current information: obtaining up-to-date
information is crucial for effective threat and
risk assessment and decision-making.

2. Conducting risk assessments

+ Assessment: companies must conduct
thorough threat and risk assessments.

= Ship mitigations: identify and implement
measures to protect the crew and ship.

* Crew training: ensure the crew is well-briefed
and trained.

+ Situational awareness: know your
operating environment.

« Guidance: comply with Flag State
requirements, industry guidance and
implement military recommendations

where appropriate.

3. Reporting

* Voluntary registration and reporting: register 4. Cooperation [: n Ll ABU RAT E WITH W EI FA R F
and report to regional centres as appropriate. * Shipping and military forces: cooperate with Z¥ee et & e .

= Incident reporting: report incidents and other ships and military forces as necessary. PROVIDERS TO PROVIDE
suspicious activities to recognised reporting * Law enforcement: work with relevant PSYCHOLODGICAL AND/OR
centres and the Flag State Administration. law enforcement and authorities to LOGISTICAL SUPPORT

« Distress signals: send distress signals when preserve evidence.
under attack. *  Welfare providers: collaborate with welfare

providers to provide psychological and/or
logistical support (annex B).

A\ MARITIME SECURITY THREAT AND PLANNING = MITIGATION
<= ﬁ -p []2 THREATS 03 RISK ASSESSMENT 04 Db MEASURES
B INCIDENT RESPONSE n POST-INCIDENT A REPORTING AND - SEAFARER WELFARE c MARITIME LEXICON
PROCEDURES INFORMATION CENTRES 13 SUPPORT AND ABBREVIATIONS
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n BMP Maritime Security

Maritime security threats

Maritime security threats can be broadly
categorised into physical and virtual threats.

Physical security threats

Physical threats to maritime security can originate
from the air, land or sea and are generally easier to
identify compared to virtual threats. These threats
can include:

= Physical attacks: ships may come under attack
from various weapons launched from aircraft
(including helicopters), ships, submarines and
land-based sites. These weapons have included
bombs, rockets, machine guns, Water-Borne
Improvised Explosive Devices (WBIEDs), one way
attack drones and missiles. In addition to one
way attack drones, Unmanned Aerial Vehicles
(UAVs) and Uncrewed Surface Vehicles (USVs)
may also be used for surveillance and to support
loitering munitions in conducting attacks.

* Seizure: ships have been illegally seized

and held for prolonged periods by state and
non-state actors.

<= /h\ - 01 INTRODUCTION
DB INCIDENT RESPONSE []

U 3 THREAT AND
RISK ASSESSMENT

POST-INCIDENT
PROCEDURES

Piracy: pirates use various boat configurations,
including small high-speed skiffs and
motherships, which allow them to operate over
larger areas. They typically use small arms and
Rocket Propelled Grenades (RPGs) to intimidate
shipmasters and attempt to board the ship
using ladders or ropes. Successful boardings
are more likely at night.

lllegal boardings: in addition to piracy
boardings using ladders and hooks, more
aggressive boardings have been seen
involving fast attack boats and helicopters to
land or fast-rope forces onto a deck.

Typical pirate skiff

Criminal activity: illegal boarding with intent
to steal shipboard equipment or seafarers’
possessions, money, etc, is commonplace in
some ports. Such attackers can be armed,
most usually with bladed weapons, and can
present a physical threat to crews. Such threats
usually, but not exclusively, occur in traffic
separation schemes where dense traffic exists,
and territorial waters, particularly ports and
anchorages. lllegal boardings may also occur
while a ship is underway. In many cases, the
intent is to steal, rather than taking control of
the ship.

PLANNING S MITIGATION
04 Db MEASURES
SEAFARER WELFARE c MARITIME LEXICON

A REPORTING AND
SUPPORT AND ABBREVIATIONS

™
INFORMATION CENTRES B
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Specific threats

* Water-Borne Improvised Explosive Devices
(WBIEDs): These have been used against
merchant ships in conflict regions. WBIEDs
can be crewed or uncrewed surface vessels.
Incidents have occurred where a WBIED
has been controlled from a distance or from
an accompanying mothership or operates
autonomously. Mitigation measures to prevent
contact with the ship’s hull are limited. Masters
should recognise the intent of these attacks is
to cause damage and not necessarily to board

M-INES ARE DESIGNED

the ship.

= Sea mines: a sea mine is an explosive device _'_[] DEN! AC [.I:S‘S_ ,
laid in the water with the intention of damaging s 10 PORTSAND SEA
or sinking ships or of deterring shipping from LANES ANIJ CAN

entering an area. The term does not include BE CLASSIFIED AS -
devices attached to the bottom of ships or to = = ——
harbour installations by personnel operating MOORED 2 BOTTO i_Vi:
underwater, nor devices which explode OR MOVING MINES
immediately on expiration of a predetermined S
time after laying. Mines are designed to deny
access to ports and sea lanes and can be
classified as moored, bottom, or moving mines.

a. Moored mines (also known as buoyant mines):
a mine of positive buoyancy held below the
surface by a mooring attached to a sinker on
the seabed. Its firing system can be of either
contact or influence type. Some ‘deep moored

A\ INTRODUCTION THREAT AND PLANNING = MITIGATION
<= ﬁ g 01 03 R Assesement 04 0% VEsthes
() 'NCIDENTRESPONSE )7 POST-INGIDENT A FEPORTING AND SEAFARERWELFARE (3 MARITIME LEXICON
PROCEDURES INFORMATION CENTRES SUPPORT AND ABBREVIATIONS
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BMP Maritime Security

mines’ use extremely strong moorings (usually
small gauge wire) to permit use in water depth
down to 1,000 metres. If the mooring cable
breaks, then the moored mine becomes a
moving (floating) mine.

Bottom/ground mines: bottom/ground mines are
negatively buoyant devices that rest on, or can
become buried in, the seabed and are held there
by their own mass. The firing system is usually of
the influence type. They can be triggered by any
influence (acoustic, magnetic, seismic, pressure),
or a combination of these influences. These types
can be laid up to maximum water depths of 120m,
depending on the target and/or the amount of
explosive charge, but water depths up to 60m are
more suitable.

Moving mines: this is a collective description of
mine types that are not stationary. All floating,
oscillating, rising or homing mines belong to
this category. As an example, rising mines can
be laid at a depth of 500m (mine case) and
2,400m (anchor).

Limpet mines: these are commonly manually
attached by a swimmer or diver on the
underside of a ship's hull, usually with magnets.
Unlike larger mines, limpet mines are not
intended to sink a ship but immobilise it.

If there is intelligence suggesting the presence
of sea mines in an area, visual sightings, or a

- ,ﬂ - 01 INTRODUCTION

D 6 INCIDENT RESPONSE

ANTI-SHIP MISSILES [ASM] ARE
LONG RANGE, ACCURATE AND
POWERFUL WEAPONS AND HAVE
BEEN USED AGAINST MERCHANT
SHIPS IN THE RED SEA

D 3 THREAT AND
RISK ASSESSMENT
[]7 POST-INCIDENT A REPORTING AND
PROCEDURES INFORMATION CENTRES

confirmed explosion from a sea mine, then a Mine
Threat Area (MTA) or a Mine Danger Area (MDA)
would be established and broadcast to maritime
traffic via navigational area (NAVAREA) warnings.
¢ Anti-Ship Missiles

Anti-Ship Missiles (ASM) are long range,
accurate and powerful weapons and have
been used against merchant ships in the

Red Sea. Other ships may be hit if the missile
controller targets the wrong ship or the missile
homes in on an unintended target. They pose a
significant threat due to their destructive power
causing fatalities and catastrophic damage.

ASMs can be launched from a variety of ships,
submarines and aircraft as well as from land.
They can be launched from short range to
hundreds of miles. These missiles can be of a
cruise or ballistic nature:

o Cruise missiles are jet-propelled and
travel at subsonic speeds. Their sensors
are very accurate.

Ballistic missiles are rocket-powered to
get into flight, after which they follow an
arching trajectory to the target.

The launch of an ASM may be detected
through a visible flash and smoke. Missiles

will normally hit above the waterline. The main
hazard is likely to come from fire, caused either
by the warhead explosion or by the unspent
fuel from the missile motor.

PLANNING S MITIGATION

04 Db MEASURES
SEAFARER WELFARE c MARITIME LEXICON
SUPPORT AND ABBREVIATIONS
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14 BMP Maritime Security
Missiles can be fired in a straight line or follow Virtual security threats Regional maritime threats
a predetermined course to a target or dead
reckoning (DR) position. They can have an active Virtual threats primarily involve cyber-attacks Maritime security threats vary globally and within
or passive seeker head using optical, electronic or on electronic systems, which can impact ship geographical regions. A variety of threats may
heat signature homing to locate targets. navigational systems, disrupt Global Navigation be present in any one area at varying intensities
Satellite System (GNSS) or spoof Automatic depending on the intent and capability of
* Loitering Munitions Identification System (AIS) services. These threats attackers. Recognising this, reporting centres
Loitering Munitions (LM) are a form of UAV with  are harder to detect and require comprehensive and industry associations produce information
a built-in weapon and the capability to loiter procedures such as: on regional threat actors, their intent and
(wait passively) in the target area until the target +  Backup systems and processes. capability to attack merchant shipping, and link
is located. The number of LM attacks against *  Situational awareness training. these to applicable BMP measures to mitigate
both civilian and military ships, especially in the threat. The industry website is at
the Red Sea and Middle East, has risen. The General guidance for cyber security onboard ships ~ www.maritimeglobalsecurity.org and a list of
global proliferation of these rapidly advancing can be found at www.maritimeglobalsecurity.org global reporting centres at annex A.
autonomous technologies, to both state and
private actors, poses a significant security To mitigate these threats, continuous improvement
threat to commercial shipping. ATTENTION through regular security drills and exercises,
capturing lessons observed, and adapting to new
More information regarding the threat from LM Navigators should use all available technologies is essential. Merchant ships should
can be found here. methods and not rely on GNSS alone. maintain close coordination with military forces and
leverage commercial intelligence and open-source
services for threat updates.

A\ INTRODUCTION THREAT AND PLANNING = MITIGATION
<= ﬁ -p 01 03 R Assesement 04 0% VEsthes
() 'NGIDENTRESPONSE )77 POSTINCIDENT /A REPORTING AND 3 SEAFARERWELFARE (3 MARITIME LEXICON
PROCEDURES INFORMATION CENTRES 13 SUPPORT AND ABBREVIATIONS
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Specific virtual threats

GNSS jamming and spoofing
Jamming disrupts GNSS signals, while spoofing
provides false signals to deceive navigation systems.

a. Jamming is usually caused by interference to
the signals at GNSS frequencies. Intentional
jamming is designed to overpower the very
weak GNSS signals received. Experience has
shown military jammers have a disabling effect
in areas of conflict.

b. Spoofing is the provision of like signals,
transmitted locally and coded to fool a receiver
to think it is somewhere it is not. A GNSS
spoofing attack attempts to deceive a GNSS

receiver by broadcasting incorrect GNSS signals.

These spoofed signals may be modified in such
away as to cause the receiver to estimate its
position to be somewhere other than where it is,
or to be located where it is but at a different time,
as determined by the attacker.

c. Deliberate AIS spoofing occurs when a ship

transmits incorrect AIS data. The AIS data is
manipulated to show the ship in one location
when in fact it is operating in another. Fake

AlS signals have been observed for ships that
appear on navigational systems but do not exist.

'

DISINFORMATION OR FALSE ™)
INFORMATION SPREAD BY VHF
BROADCASTS, TARGETED EMAILS
AND SOCIAL AND MAINSTREAM
MEDIA CREATES UNEASE ACROSS
THE MARITIME COMMUNITY

Navigators should compare all electronic data, and
especially AlS, with other information sources to
detect spoofing attempts.

Disinformation
Disinformation or false information spread by
VHF broadcasts, targeted emails and social and

mainstream media creates unease across the
maritime community. False threats indicating
ships will be targeted cause crew anguish. Third
parties may impersonate authorities to obtain
information from the ship. Care should be taken
to verify all statements received with the
appropriate authorities.

/\ INTRODUCTION THREAT AND PLANNING = MITIGATION
s o ﬂ -p 01 03 REcAtsesement 04 0% VEsthes
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Threat and risk assessment

The threat and risk assessment forms the
foundation for ship mitigations and layered
defence strategies. This section provides an

overview of threat and risk assessments, while THRF‘.‘?T. ASSESSMEN T
hardening measures are detailed in section 5. ARl TR e e
The procgss starts with a threat assessment and R‘SK. ASQLSQM EnT
works through each subsequent layer towards e P
ship control and safety. THREATDETECTIDN
"""""" A threat assessment 7 agt WAYER OF DEp,
\J\%%T_f*??é?‘"E vy should cover all security A \"\“5 """"""""""" -ENOE
Y . threatsrelevantto the RN\ \LAYER OF UEFE
T "~ voyage or offshore (‘S’ o i 4’0@
" activity. It is crucial to o \AER OF DEp, S
incorporate the latest «\)‘\Q. Y rsenemerat o, /‘/oé
threat advice in every threat assessment before a 3 e - SHIP CONTROL %

voyage or offshore activity. Refer to annex A and ;' .:' AND SAFETY
industry website www.maritimeglobalsecurity.org for . ! i -
security threat information and source references.

- /ﬁ\ - ()] "rooucTion ()2 Yarmue secury _ ()4} Pranmins 0% Mmsaron

D B INCIDENT RESPONSE []7 POST-INCIDENT A REPORTING AND SEAFARER WELFARE c MARITIME LEXICON
PROCEDURES INFORMATION CENTRES F SUPPOR AND ABBREVIATIONS
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Components of a threat

A threat is composed of three elements: capability,
intent, and opportunity.

OPPORTUNITY

« Capability: the physical means attackers
possess to conduct an attack.

* Intent: the demonstrated willingness to carry
out attacks.

*  Opportunity: the aspect that can be mitigated
by the company, charterer, ship and crew
through the application of security measures.

While companies and ships’ Masters cannot
influence an attacker's capability or intent, they can
minimise the opportunity for attacks. Supplemental
information about threat characteristics, specific

or new tactics and regional background factors
can be obtained from global reporting centres and

organisations listed in annex A. Removing any one
side of the threat triangle minimises the threat.

Determining the threat

All available information sources should be
considered to determine the threat and may
include but are not limited to:

* Flag State: guidance and advisories provided
by governments and national authorities.

* Industry information: the industry
maritime security website,
www.maritimeglobalsecurity.org provides
guidance on a range of security issues. The
website is regularly reviewed and updated to
reflect operational and industry feedback or to
address significant security incidents.

= Maritime Security Bulletins: updates on
security-related incidents and risks.

* Regional coordination and information sharing:
regional maritime coordination and information-
sharing centres provide area-specific guidance.
These centres should be consulted during the
initial stages of threat and risk assessments or
voyage preparation to ensure a comprehensive
understanding of local risks.

* UKHO Security Charts: detailed regional
security guidance (refer to annex A for
further details).

* Military information: intelligence and advisories
from military organisations.

« Military contributions: in specific areas,
militaries provide additional threat information.
For example, in the Middle East:

o The Joint Maritime Information Centre
(UMIC) offers incident analysis.

o EUNAVFOR and CMF produce Industry
Releasable Threat Assessments (IRTAs) and
Industry Releasable Threat Bulletins (IRTBs)
to aid risk management.

o UKMTO issues warnings and advisories.

A list of all authorities offering maritime
security advice is provided in annex A.

= Commercial intelligence services: threat
analysis and risk insights from private
sector providers.

* Open-source material: relevant publicly
available security threat information.
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Security Plan (SSP).

The risk assessment should note the identified
threats, evaluate the risks, and determine the
measures for prevention, mitigation and recovery.

The risk assessment should consider the following:

*  Who or what might be harmed and how?

*  What is the severity and frequency?

= Whatis already in place to control the risks?

+  What further action is needed to control the
identified risks?

«  Who needs to implement the actions?

When assessing risk, the following should

be considered:

* Requirements of the Flag State, company,
charterers and insurers.

* The ship’s characteristics, vulnerabilities, and
inherent capabilities, including citadel/safe
muster points and secondary muster points
(freeboard, speed, general arrangement, etc.).

* The ship's and company’s standard operating
procedures (drills, watch rosters, chain of
command, decision-making processes, etc.).
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= Background factors such as owner/operator
affiliations, traffic patterns and local patterns of
life, including fishing vessel activity.

* Impact on crewing of International Bargaining
Forum (IBF ) warlike operations areas.

«  Cooperation with military authorities should
be considered, but mitigations should not be
based on the availability of naval assets unless
direct military support has been agreed.

* The use of Private Maritime Security
Companies (PMSC).

* The use of Security Escort Vessels (SEV).

MARITIME SECURITY

THREATS
POST-INCIDENT A REPORTING AND
PROCEDURES INFORMATION CENTRES
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Reguilar review of the Ship Security Assessment
(SSA) and voyage risk assessment is

recommended to ensure:
= New threats are identified, and existing risks are
confirmed or removed.

*  Mitigations remain robust, practical and realistic.
« Post-incident lessons are captured.
* Updates to industry best practice.
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A Vessel Hardening Plan (VHP) should be created
based on the risk assessment, outlining mitigation
measures needed to reduce risk to As Low As
Reasonably Practicable (ALARP). The VHP can

be a standalone document, part of company
procedures, or included in the SSP.

All voyages and offshore activities require thorough
advance planning using all available information.
Maritime threats are dynamic, making it essential to ALL VOYAGES AND <. by
have a detailed threat and risk assessment for each OFFSHORE ACTIVITIES
voyage and activity. REQUIRE THOROUGH

g ) ADVANCE PLANNING
Further guidance on risk assessments and &
how to develop a VHP can be found at USING ALL AVAILABLE
www.maritimeglobalsecurity.org. | [\ Fn R MATlU N
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Planning

Company planning

This section details the procedures that should be
undertaken by the company prior to a ship entering
an area of increased risk identified through the risk
assessment to mitigate against the risk of attack. It
should be noted that risks will vary across regions.

02
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The following should be considered by companies
when planning:

1. Regular review of threat and risk assessments
o Continuously update plans based on the
latest threat and risk assessments.

2. Security documentation
© Review Flag State requirements, SSP, VHP,
company mandated mitigation measures
and local military advice.

3. Insurance and liabilities
o Consider possible additional insurance and
other commercial liabilities that may be
necessary when transiting threat areas.

4. Guidance to the Master
° Prepare recommended route, updated
plans, and requirements for group transits
and national convoys.

5. Due diligence of PMSCs
o Before contracting PMSCs proper
due diligence should be exercised, for
example by selecting PMSCs holding valid
certification against relevant ISO standards
such as ISO 28007 or ISO 18788.

0 3 THREAT AND
RISK ASSESSMENT

THREATS
POST-INCIDENT A REPORTING AND
PROCEDURES INFORMATION CENTRES

Review crewing requirements

° Review and adjust personnel
requirements; consider additional
personnel for security duties or
disembarking non-essential persons.

Guidance and crew training for security threats
°  Provide guidance, training and exercises
for the crew on identifying and reacting
to security threats. Support for seafarers’
wellbeing should always be considered,
especially if an incident has occurred.

Placement of hidden position

transmitting devices

o Consider installing hidden position
transmitting devices to locate the ship if
usual transmitting devices are disabled.

0 5 MITIGATION
MEASURES

SEAFARER WELFARE
SUPPORT

c MARITIME LEXICON
AND ABBREVIATIONS

I:\Circ\MSC\1\MSC.1-Circ.1601-Rev.2.docx



MSC.1/Circ.1601/Rev.2
Annex, page 23

23

BMP Maritime Security

General ATTENTION Vessel planning

Information security
To prevent critical voyage information from falling
into the wrong hands:

Never share the ship’s location or route
on personal social media channels.

This section details the procedures that should be
undertaken by the ship's Master prior to a

ship entering an area of increased risk identified
through the risk assessment, to mitigate against the

1. Minimise external communications
o Limit communications with external parties,
relating to the coordination of rendezvous
points or waiting positions.

2. Control email correspondence
o Control email content to agents,
charterers and chandlers, ensuring it is

Tracking/monitoring and reporting

Attackers may have used communication systems
like AIS to target specific ships. To mitigate this
risk, companies should consider implementing
independent protected fleet tracking systems.
Important factors to assess include system
redundancy and reliance on existing onboard

risk of attack.

Prior to any voyage or offshore activity

1

Obtain the latest threat information from

the authorities listed at annex A and the
Maritime Global Security website.

Review the company risk assessment and if
required conduct a specific voyage or activity

concise and contains only the minimum communication systems. risk assessment.
required information. 3. Check the latest NAVAREA warnings and alerts.
Radar: 4. Review industry, Flag State, company and

3. Data hygiene
°  Minimise electronic transmissions and
data transmitted from the ship, including

* Proper placement of radar antennas
can minimise blind sectors caused by
the superstructure.

military routing advice.
Implement registration and reporting
requirements as per annex A.

social media. = Additional radars and specialist software can 6. Plan equipment availability for vessel hardening.
enhance the detection of small objects that 7. If used, confirm the PCASP embarkation plan
4. Social media standard radars might miss. and rendezvous arrangements for SEVs.

o Seafarers should be aware of the impact of
sharing images of an attack on social media
channels or any form of communications.
The internet and social media channels
should be used responsibly.

= Standard S and X Band radar sets may struggle
to detect small craft, especially those with hulls
made of Glass Reinforced Plastic (GRP) or wood.

* Astechnology improves, companies could
consider installing new equipment or upgrading
their current systems.

ATTENTION

If the risks cannot be managed
to ALARP, reconsider the voyage
or activity.
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Prior to entering an area of increased threat

1

Implement security measures in accordance
with the mitigations described in the risk
assessment.
Brief the crew and conduct drills:
o Brief the crew on preparations.
o Conduct drills with mitigations in place.
o Review the emergency plan and ensure all
crew are aware of their duties.
o Ensure familiarity with the alarm signals for
an attack and an all-clear situation.
o Check:
° Essential equipment tested and
available.
° Hardening in place, including the
security of all access points.
o Lockdown conditions, considering
crew safety.
°  Bridge team’s security knowledge and
crew awareness.
o  Crew's response to different threats.

3. Determine reporting requirements as

outlined in annex A.

Other considerations

1.

Emergency communication plan:

o Prepare and test an emergency
communication plan with essential
contact numbers (see annex A) and
prepared messages.

o Display communication plans near all
external communication stations, including
the safe muster point and/or the citadel.

o Test communication devices and the Ship
Security Alert System (SSAS).

o Consider the provision of a ‘safe word’
held by selected crew for communication
authentication with officials.

AIS policy:

o Carefully consider AIS policy in threat areas.

o Consider the safety and security
implications of broadcasting AlS:

o If AISis turned off, alter course and speed
to minimise tracking by dead reckoning.

o If AlSis used, restrict data to ship's identity,
position, course, speed, navigational status,
and safety-related information.

Planned maintenance:

o Reschedule maintenance of voyage-critical
equipment for transit through areas of
increased threat.

o Consider cargo management duties
to reduce risk of crew working on
exposed decks.

In an area of increased threat

1. Report to centres per annex A and if stipulated
in any charter agreement.

2. Monitor the latest threat information.

3. Regular check of all mitigations and especially
control of all access points.

4. Identify a safe area for drifting, loitering,
anchoring and slow steaming whenever possible.

5. Minimise use of VHF; prefer email or secure
satellite phone communications. Only respond
to known or legitimate callers on VHF,
considering the possibility of imposters.

6. Maintain social media hygiene. Photographs and
information on social media can provide details
on the ship’'s location, intent and operations.

Seafarer wellbeing

Seafarers face unprecedented maritime threats
which may affect their welfare and mental
wellbeing. Planning should consider crew support
such as the provision of a ‘welfare ambassador’
and regular discussion regarding the helplines and
services available to them. Details can be found in
annex B.

MARITIME SECURITY
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Mitigation measures

To effectively mitigate against attacks, ship crews
should implement well-planned and rehearsed
measures as part of a comprehensive Vessel
Hardening Plan. This plan should detail the rigging
of physical barriers and include regular drills and
exercises for the crew to practice responses to
various threats.

The guidance provided is informed by global
experiences of attacks to date. It is important to
note that not all methods will be applicable to every
region or ship type. The specific measures adopted
should be based on a thorough threat and risk
assessment for each ship or offshore activity.

Key considerations for vessel hardening

1. Compliance with safety regulations: any
vessel hardening measures must comply with
the International Convention for the Safety of
Life at Sea (SOLAS) regulations. This means
ensuring escape routes remain accessible and
the crew’s ability to respond to non-security
emergencies is not compromised.

2. Attacks: ships can be attacked while underway
or stationary (e.g.. at anchor, during ship-to-ship
or single buoy mooring operations, or while
drifting). Therefore, vessel hardening measures
must be effective in all scenarios.

02
n B INCIDENT RESPONSE []

3. Layered defence: implementing a layered
defence system increases the complexity
for would-be attackers, thus enhancing the
ship’s security integrity. Each layer adds to the
overall resilience and unpredictability of the
security measures.

4. Customising measures: companies should
have detailed guidance on vessel hardening
based on their specific risk assessments. They

may also consider further alterations to the ship,

obtaining additional equipment, or increasing
manpower to further reduce the risk of attack.

Routing

Vessel routing can play a key role in reducing risk.
During the risk assessment process, the routing
should be considered in view of the following:

= Locations of recent attacks.

* Intelligence reports of threats (e.g. Pirate Action
Group activity).

= Saliling in territorial waters.

* Routing through areas where the weather may
assist in mitigating the risk.

* Industry routing guidance — Maritime Security
Transit Corridors.

* Avoidance of the area.

MARITIME SECURITY 03 THREAT AND
RISK ASSESSMENT
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Alarms

Ship’s alarms serve to inform the crew of an attack
and warn the attackers the ship is aware and
reacting. Continuous sounding of the ship’s whistle
may also distract attackers. It is crucial that:

« Alarms are distinctive to avoid confusion.

* Crew members are familiar with each alarm,
especially those warning of an attack and
indicating “all clear’.

« Allalarms are supplemented by information
over the accommodation and deck PA system,
relating to the type of attack. This ensures the
crew muster at the appropriate location.

« Drills are conducted to ensure the alarm and PA
broadcast can be heard throughout the ship,
and the crew are familiar in moving to a position
of safety.

« Al PA systems and speakers are checked
regularly to ensure they are in working order.

SEAFARER WELFARE c MARITIME LEXICON
SUPPORT AND ABBREVIATIONS

I:\Circ\MSC\1\MSC.1-Circ.1601-Rev.2.docx



MSC.1/Circ.1601/Rev.2
Annex, page 27

e7

BMP Maritime Security

Watch keeping and enhanced vigilance

The Master should implement the following actions

to enhance vigilance on board:

* Provide additional, fully briefed lookouts.

* Maintain an all-round lookout from an
elevated position.

* Consider shorter rotation of the watch period to
maximise the alertness of the lookouts.

« Ensure sufficient binoculars are available for the
enhanced bridge team, preferably anti-glare.

= Consider using thermal imagery optics and
night vision aids, as these provide reliable all-
weather, day and night surveillance capability.

= Maintain a careful radar watch and monitor all
navigational warnings and communications,
particularly VHF and GMDSS alerts.

= If applicable, consider placing well-constructed
dummies at strategic locations around the ship
to give the impression of a larger crew on watch.

* Use CCTV and fixed searchlights for better
monitoring; fixed searchlights can deter
approaches from the stern.

ATTENTION

A good lookout is one of the most
effective methods of ship protection.
They can help identify a suspicious
approach or attack early, allowing for
defences to be deployed.
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POST-INCIDENT
PROCEDURES

Manoeuvring

Experience has shown evasive or counter action
manoeuvres for some vessel types, while avoiding
reduction in speed, makes boarding and targeting
more difficult.

WARNING

Avoidance manoeuvres should
only take place when it is safe
to do so.

AYER OF DE”E/V

Preventing access at sea primarily involves
installing physical barriers.

Physical barriers are designed to make it as difficult
as possible for attackers to board the ship by
increasing the difficulty of the climb. When planning
barrier placement, special consideration should

be given to ships with sunken poop decks. Typical
physical barriers include:

= Razor wire: also known as barbed tape, it
creates an effective barrier if properly rigged
and secured. High tensile concertina razor

U 3 THREAT AND
RISK ASSESSMENT
A REPORTING AND =
INFORMATION CENTRES i

04 PLANNING

SEAFARER WELFARE
SUPPORT

wire with coil diameters of 730mm or 980mm
is recommended. Use a double roll or a
high-quality single roll outboard of the ship's
structure, ensuring it is properly secured to
prevent attackers from pulling it off.

Spikes: these consist of several sharp points
attached to a bar and mounted outside the
ship’s handrails. They can be made of steel or
GRP. While effective, they require storage space
when not in use and time to rig and de-rig.

Plastic or GRP barriers: these fit over the
ship’s rails and make it difficult for ladders or
grapples to hook on. They are rigid and usually
‘P’ shaped in profile. However, they require
considerable storage space when not in use
and can be damaged in heavy weather.

Chain link fencing: a double layer of chain link
fencing is effective against aggressive tactics
such as RPG attacks. It is typically fitted around
the outer perimeter of the bridge deck using
scaffolding poles and clamps. However, it is
time-consuming to rig and de-rig, and clamps
can damage the paintwork, causing corrosion.
It is not effective if placed close to or against
bridge windows.

c MARITIME LEXICON
AND ABBREVIATIONS
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Summary of physical barriers

= Razor wire: high tensile concertina razor wire is
recommended. Secure it properly, use personal
protective equipment, and obtain in short
sections for easier handling.

* Spikes: effective but require storage space
and time to rig. Permanently fitted spikes could
resolve this issue.

* Plastic or GRP barriers: effective but
require storage space and can be damaged
in heavy weather.

* Chain link fencing: effective against aggressive
tactics but time-consuming to rig and can
cause corrosion. In the event of bad weather,
chain link can easily become twisted, unhooked
and completely inoperative.

o
N

ATTENTION

Security measures to control access
must not compromise the crew’s
ability to abandon the ship or manage
other emergencies.

Water and foam cannon systems

Water hoses, foam monitors and water cannons can
deter or delay intruders trying to board the ship. It is
recommended to rig them in fixed positions before
entering threat areas, as adjusting them under threat
exposes the operator. Installing a fixed baffle plate in
front of the water jet nozzle can increase coverage.

« A = 01w g2 gemeser gz mse,. . g4 [N

0 a INCIDENT RESPONSE [) POST-INCIDENT A REPORTING AND SEAFARER WELFARE c MARITIME LEXICON
PROCEDURES INFORMATION CENTRES SUPPORT AND ABBREVIATIONS

I:\Circ\MSC\1\MSC.1-Circ.1601-Rev.2.docx



MSC.1/Circ.1601/Rev.2
Annex, page 29

29

BMP Maritime Security

System options:

* Fire hoses: deliver a single jet of water and
should be secured firmly to the railings.

* Water cannons: deliver water in a sweeping arc
and can be operated remotely.

* Spray rails: create a water curtain over the
ship's side and can be operated remotely.

«  Fire monitors: useful for washing down the side
of a ship or across the deck to deter fast-roping
from helicopters.

Considerations:

= Water spray and fire monitors are effective in
deterring or delaying illegal boarding attempts.

* Fixed positioning of hoses and fire monitors is

recommended for covering likely access routes.

+ Use fire hoses in jet mode with baffle plates for
improved water coverage.

= Water cannons can protect a larger part of
the hull.

* Ensure all available fire and general service
pumps are ready for use, possibly requiring
additional power.

« Conduct drills to ensure effective coverage of
vulnerable areas.

Ballast overflow

Ballast overflow involves intentionally overflowing
ballast tanks to create a large volume of water
flowing across the deck and over the ship’s side,
hampering intruders trying to board. Care should
be taken to prevent excessive pressure buildup in
any compartment for example, opening the tank
lids rather than overflowing through vents.

e /ﬁ\ - 01 INTRODUCTION []2
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Propeller arresters

Propeller arresters are designed to foul the propeller
and stop the engine of a small boat, preventing it
from coming alongside and boarding. Evaluate the
position of the arresters to avoid adverse impacts on
the ship. Environmental factors like wind speed and
wave height can reduce effectiveness.

Other physical barriers

Various barriers can prevent illegal boarding:

* Hanging obstacles: swinging obstacles over
the ship's side.

* Overhanging protection: designed to prevent
climbing over the ship’s rails.

* Sandbags, water barrels, and steel
plating: especially around vulnerable areas
like the bridge.

Removable barriers: around pilot boarding
points to avoid de-rigging large areas before
port arrival.

Steel bars on portholes and windows: prevent
access through these openings.

Fixed nets and/or ropes: strung across the
main deck may prevent a helicopter landing or
boarding by fast-roping.

WARNING

All systems should be secure
before entering the harbour and
not interfere with safety operations
while recognising that in some
areas this may be a vulnerability.
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Measures to prevent or delay access to
accommodation blocks, ship’s stores,
and machinery spaces

These measures aim to prevent unauthorised access

to vital areas on the ship, including accommodation
blocks, ship's stores, and machinery spaces. This is
crucial to thwart petty theft, hijacking attempts or
hostage situations. The following guidance assumes
the initial defence layer has been breached, allowing
intruders onto the deck.

Exterior doors

* Hardened doors: doors and frames should be
hardened with extra locks.

* Improvised security: use door wedges,
wedge braces, door locking bars, scaffold
supports, pallets, and wire strops to secure
doors. For example:

o Door wedges: prevent doors from opening
by placing wedges at various points.

o Wedge braces: secure doors with braces
that fit over the handle and brace against
the door.

o Locking bars: install bars across door
frames to protect against forceful entry.

o Scaffold supports: use props to brace
doors facing strong points.

02
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°  Wire strops and turnbuckles: secure
hatches and skylights.

So far as is appropriate, in terms of emergency
access, all doors should remain closed and locked
when operating in a threat area. A single point of
controlled access should be designated if working
on deck is necessary. As part of the handover
routine, it is suggested the Officer of the Watch
(OOW) checks all doors have been secured. Some
doors such as the galley door, engine room door
(both of which are generally located on the aft of
the ship) and skylights are high-risk openings and
should not be left open to vent built up heat.

Internal doors

* Installation: fit secondary doors at access points

in the accommodation block and engine room.

MARITIME SECURITY u 3 THREAT AND
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* Design: these doors should present a smooth
surface with no handles, hinges or locks visible
from the outside. They should be strong enough
to withstand a physical assault and be secured
from the inside. Consider locking bars on internal
doors between the bridge and accommodation.

= Citadel: if not installed at the accommodation
block, secondary doors should be fitted to the
citadel, offering a final layer of defence.

Windows

There is little point in preventing or slowing access
to the accommodation block through the deors if
intruders can get in by simply breaking a window
or porthole.

* Hardening windows: fit windows and portholes
with deadlights or blank covers, especially
those accessible from the outside.

SEAFARER WELFARE c MARITIME LEXICON
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+ Bars:install a minimum of three bars on large
windows and ensure escape windows are
easily opened in emergencies.

Staircases, hatches, vents, and ladders

+ Hinged metal plates: fit plates on outside
staircases and ladders to obstruct climbing,
without compromising crew safety.

* Pipework protection: install spikes or angled
baffle plates on scupper pipes, fire mains, or
external cable runs to prevent them from being
used as climbing aids.

Enhanced bridge protection

*  Window protection: apply approved blast-
resistant film to bridge windows.

+ Metal plates: installation of fabricated metal
plates on bridge windows and wing doors
for quick deployment during an attack can
be considered.

* Chain link fencing: use to mitigate RPG
effects. Not effective if placed close to the
bridge windows.

+ Sandbags/water drums/steel plate: place on
bridge wings for additional ballistic protection,
checking regularly for degradation.

Control of access to accommodation and
machinery spaces

It isimportant to control access routes to the
accommodation and machinery spaces to deter
or delay entry. Effort must be directed at denying
access to these spaces.
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Escape routes

Where the door or hatch is located on an escape
route from a manned compartment, it is essential

it can be opened from the inside. Where the door
or hatch is locked it is essential a means of opening
the door from the inside is available.
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Internal smoke cannons, strobe lights and

noise makers

* Purpose: these devices serve as a barrier
within the accommodation block.

* Installation: fit smoke cannons, strobe lights and
noise makers in compartments or alleyways.

= Activation: can be activated remotely
or automatically.

«  Effect: smoke cannons fill spaces with non-toxic
smoke to disorient intruders, while strobe lights
and loud horns further increase disorientation.

Lift shafts

*  Security measure: prevent intruders from using lift
trunking to access the engine room by stopping
and isolating the ift at the ship’s upper deck.

* Emergency escapes: ensure that personnel
can escape from lift trunking in emergencies
but prevent intruders from entering.
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Security muster points and citadels

The company risk assessment and planning
process should identify the location of security
muster points within a ship and ensure crew are
familiar. These will vary depending on the threat, i.e.
threat from piracy (citadel), threat from WBIED/UAV
(above waterline). Crew should always muster with
appropriate PPE; additional PPE should be available.

Security muster points

« Definition: a designated area providing
maximum physical protection for the crew.

= Location: should be above the waterline if there’s a
risk of hull breach. The central stairway, protected
by the accommodation block and above the
waterling, is often suitable as multiple escape
routes are available. Avoid spaces with windows.

* Explosion risk: consider potential blast paths from
explosive devices when selecting the location,
i.e. an armour-plated door at the bottom of the
central stairwell will reduce the effect of a blast
from a WBIED. All loose items at muster points
should be secured to prevent additional hazards.

ATTENTION

If a crew member is unable to reach the
security muster location, they should
find a protected location and adopt the
brace position against a bulkhead.
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